Locating and Installing SSH Software

Go to http://security.usf.edu

Click on Suggested Software
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USF Security

Welcome to the USF network security website, You will find the most common pages below:

= McAfee Virusscan
Free to all registered USF students.
m Suggested Softwar
software that will help'wour computer run smaoother, eliminate the headaches of popups and spyware, and open a shell
console for accessing your USF webspace.
= Other Tools
Tools that will assist you in finding and removing hidden software that might be slowing your computer down.

= Securing a Windows Computer
The steps that should be taken to insure your Windows computer is secure.

Acceptable Use Policy
Residence Halls and Wireless Metwork "Acceptable Use Palicy”.

Click on SSH Secure Shell
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USF Security — Suggested Software

wou may need your MNetlD and password to be able to download some of the items listed below. If you do not have al
at https:ffuna.acomp.usf.edu . Some links connect 1o sites outside the USF domain. USF is not responsible for the
these sites.

SS5H Clients:

Poderosa provides secure terminal cdient functionality for remote users and system administrators to access and
manage servers running 35H in a secure encrypted fashion. Poderosais built upon Microsoft's .MET Framework and
features tabbed-style windows akin to Firefox, You may alsc open local oygwin shells from within Poderosa.

PuTTY can handle 55H, Telnet, and Rlogin network protocols. Pu Y is time-tested, and available for Windows and
Unix-based systems.

55H Secure Shell is another S5H Client. While Secure shell contains a convenient GUI for secure file transfer, ssH
Secure Shell is lis for legacy purposes anly. This free program is no longer offically supported by its dewveloper,
S5H Communications Security.

FTP Clients:
WINSCP 5 a great open source SFTP/SCP/FTP client for wWindows.
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Type in your USF NetID and Password
Click OK

Connect to security.usf.edu

The server security,usF,edu at IISF NetID requires a
username and password,

29 User name: Iﬁ | j al

Password: I

1t. [ Remember my passwaord r:
ar or

[a]4 I Cancel

Click on Run

File Download - Security Warning ﬂ

mina
1ana: Do you want to run or save this file? rosé
rarm ou

A MWame: S5HSecureShellClisnt-3.2.9.axe
1t Typs: Application, 5.2E6ME

From: security.usf. edu

,anc ble
ystel Run g Save | [ Cancel |
3SH ( re

5 list I--"\ Wwhile files fram the Interet cat be useful, this file tipe can
@J potentially harm your computer, If you do not trust the source, do not
oper run or save this software. What's the rigk?

If it appears click Run to verify the Publisher (Please know that this may not appear depending
on your internet settings, if it does not do not be concerned)

Verifying ...ecureShellClient- - |D|ﬂ|
el -
ma Internet Explorer - Security ¥Warning x| (A

Fri  The publisher could not be verified. Are you sure you want to run this

1ell software?

Mame: SSHSecureShellllient-3.2.9.exe
T Publisher: Unknown Publisher
T

5Y; Run | Don't Run I
[:@

R This file does not have a walid digital signature that wverifies its publisher, You
15 should only run sofbware from publishers wou trust. How can T decide what
software to run?




The file will download and will start the installation process
Click Next

55H Secure Shell for Workstations 3.2.9 Setup x|

Agree to the license by clicking Yes

Welcome to the 55H Secure Shell for
Workstations 3.2 9 setup wizard.

Thank you for downloading S5H Secure Shell for
Wworkstations. Thiz is a non-commercial version of the
zoftware, which does not suppart certificates or PKIL

To continue, click Next.

< Back | Ne%w I Cancel

S5H Secure Shell for Workstations 3.2.9 Setup x|

License Agreement

Fleaze read the following license agreement carefully.

Press the PAGE DOWM key to zee the rest of the agreement.

Mon-commerncial Wersion License agreement for 3
55H Secure Shell for Workstations 3.2

S5H Communications Security Corp

SSH® Secure Shell[Th] Licensze Agreement

SSH COMMUNICATIONS SECURITY CORP ["SSH") 15 WILLING TO

LICENSE THE 55H SECURE SHELL FOR WORKSTATIONS 3.2 SOFTWARE

AND ACCOMPANYING DOCUMENTATION ([COLLECTIVELY, "SOFTWARE")

LPON THE COMDITION THAT %00 ACCEPT ALL OF THE TERMS OF THIS LI

D you accept all the terms of the preceding License Agreement? If you chooze Mo, the
zetup will cloze. Toinstall SSH Secure Shell, you must accept this agreement.

< Back | YES I Mo

IrstallShield

Let the program install by clicking Next
(Note: advanced users may change the destination folder, but not recommended)

55H Secure Shell for Workstations 3.2.9 Setup x|

Choose Destination Location
Select folder where Setup will install fles.

Setup will install 55H Secure Shell in the following folder.

Toingtall to this folder, click Mest. Toinstall to a different folder, click Browse and select
anather folder.

L4 A55H Secure Shell Browse... |

InstallShisld

" Destination Folder

< Back Mext > I Cancel |




Click Next to add to Start Menu folder

55H Secure Shell for Workstations 3.2.9 Setup x|

Select Program Folder

Pleaze select a program folder.

Setup will add program iconz to the Program Folder Iisten:{%lelcuw. Y'ou may type a new folder
name, or select one from the existing folders list. Click Mest to continue.

Program Folders:

55H Secure Shel

Exizting Folders:

! ares
Adminiztrative Toolz
Adobe
Avery Products
CutePDF
Delfun Software
Games

GIMF

GTK+ Runtime Ervironment ;I

|retallShield

Click Next to add all componets

55H Secure Shell for Workstations 3.2.9 Setup x|

Select Components

Chooze the components Setup will install,

Select the components vau want ta inztall, and clear the compaonents you do not want to

inztall.
: Desktop lconz — Description
Documentation Add Secure Shel clisnt icors
i Command Line Tools ta the desktop.

-] &udd Command Line Tools to Path

Space Required on C: 0k
Space Available on C: 23205968 K.
|metallshield

¢ Back | Nexp I Cancel
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Click Next to Start the Install

SSH will install

%5H Secure Shell for Workstations 3.2.9 Setup

Check Setup Information

Setup haz enough information to begin the file-transfer operation. |F you want to review or

change any of the setlingz, click Back. 1f you are zatizfied with the settings, chck Mest to
begin copying files.

Current Settings:

Lizensze type; non-commercial
Installation folder: C:A\Proagram Filez\SSH Communications SecuritySSH Secure Shell
Start menw folder: S5H Secure Shell
Selected optional companents:

Desktop lzons

-Diocumentation

-Command Line Tools

-4dd Command Line Tools to Path

i o

InstallShield

< Back | }Je:-:t:’ I Cancel |

My

55H Secure Shell for Workstations 3.2.9 Setup x|
Setup Status

S5H Secure Shell Setup is performing the requested operations.

Inztalling:

— a5

|mstall Shield

Cancel




Click Finish when complete

55H Secure Shell for Workstations 3.2.9 Setup

Upgrade Complete

< Bachk | Firjizh I Lancel

by

Two icons will appear on your desktop

55H Secure

File Trans...

Clienk

Installation is complete



